
Overcoming the DevSecOps
Imposter Syndrome

Life is too short

Michael Man

July 2022



© Veracode, Inc. 2022 Confidential2

• Founder of “DevSecOps – London Gathering”

• Member of the DevSecCon CFP Review Board

• OpenUK Ambassador

• Offensive Security Certified Professional

dsotraining.github.io

DevSecOps
Evangelist



What is DevSecOps?

Where do you start?

Who can I talk to?
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Development & Security Timeline

Network Product

Data Roles
Rise of 
DevOps

WATERFALL AGILE DevSecOps

~ 2009 ~ 2015~ 2000

Policy CISO SkillsCode
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Delivery Key Stages

What drives 
business 
changes?

Project
vs

Product

Make
or

Break

Tech Debt
Residual Risk

Capture & 
Translate
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DSO Modelling

Test

Code

Refactor



Principles
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Lots of Theory
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DevOps Principles

The Three Ways

• Flow / Systems Thinking

• Amplify Feedback Loops

• Culture of Continual Experimentation & Learning

The Five Ideals

• Locality & Simplicity

• Focus, Flow & Joy

• Improvement of Daily Work

• Psychological Safety

• Customer Focus

https://itrevolution.com/the-three-ways-principles-underpinning-devops/

https://itrevolution.com/five-ideals-of-devops/

https://itrevolution.com/the-three-ways-principles-underpinning-devops/
https://itrevolution.com/five-ideals-of-devops/
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• Confidentiality: Only authorized 
users and processes should be 
able to access data

• Integrity: Data should be 
maintained in a correct state, 
and nobody should be able to 
improperly modify it, either 
accidentally or maliciously

• Availability: Authorized users and 
processes should be able to 
access data whenever they need 
to do so

CIA

• Distributed: preventing 
dependence on a single system

• Immutable: making assets 
impossible to change

• Ephemeral: designing assets to 
have a short and defined lifespan

DIE

• Rotate datacenter credentials 
every few minutes or hours.

• Repave every server and 
application in the datacenter 
every few hours from a known 
good state

• Repair vulnerable operating 
systems and application stacks 
consistently within hours of 
patch availability

Three R’s

• Avoid process handover tasks and 
manual actions

• Automate environment creation 
and application deployment 
activities

• Adopt common SDLC tools

• Adopt lean agile software 
principles with small, 
incremental and frequent 
releases.

• Construct your delivery team to 
consist of a mixed skill set 
covering all key disciplines

• Measure and quantify your 
solution security profile

• Deploy immutable infrastructure

DSO Principles

Security Principles

CIA: https://www.techtarget.com/whatis/definition/Confidentiality-integrity-and-availability-CIA

DIE: https://www.fastly.com/blog/the-dept-of-know-live-sounil-yu-on-why-embracing-the-die-security-model-means-faster-innovation

Three Rs: https://tanzu.vmware.com/content/blog/the-three-r-s-of-enterprise-security-rotate-repave-and-repair

DSO Principles: https://dodcio.defense.gov/Portals/0/Documents/DoD%20Enterprise%20DevSecOps%20Reference%20Design%20v1.0_Public%20Release.pdf

https://www.techtarget.com/whatis/definition/Confidentiality-integrity-and-availability-CIA
https://www.fastly.com/blog/the-dept-of-know-live-sounil-yu-on-why-embracing-the-die-security-model-means-faster-innovation
https://tanzu.vmware.com/content/blog/the-three-r-s-of-enterprise-security-rotate-repave-and-repair
https://dodcio.defense.gov/Portals/0/Documents/DoD%20Enterprise%20DevSecOps%20Reference%20Design%20v1.0_Public%20Release.pdf
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Standards & Benchmarks

https://secure-delivery.playbook.ee/

https://secure-delivery.playbook.ee/


Roles
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Who Do I Want To Be?
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Roles: DevSecOps Knowledge Domain

Architect

Engineering

Leadership

Cloud

AppSec



Tools & Testing
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Everybody likes to play
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Cloud Native

Cloud native technologies empower organizations to build and run scalable 

applications in modern, dynamic environments such as public, private, and hybrid 

clouds. Containers, service meshes, microservices, immutable infrastructure, and 

declarative APIs exemplify this approach.

These techniques enable loosely coupled systems that are resilient, manageable, 

and observable. Combined with robust automation, they allow engineers to make 

high-impact changes frequently and predictably with minimal toil.

https://github.com/cncf/toc/blob/main/DEFINITION.md

https://github.com/cncf/toc/blob/main/DEFINITION.md
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https://landscape.cncf.io/

https://landscape.cncf.io/
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https://radar.cncf.io/

https://radar.cncf.io/
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• What you write or 
copy

• First Party Code

• Framework

• Inside Out

SAST

• What you borrow to 
use

• Third Party Code

• Second Party Code

• Direct / Transitive

SCA

• Profiling

• Configuration

• Business Logic

• Outside In

DAST / IAST

• Cloud 

• Virtual Machines

• Containers

• Kubernetes

Infrastructure

Application Security

https://xkcd.com/327/

https://xkcd.com/327/
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https://www.gartner.com/reviews/market/application-security-testing

https://www.gartner.com/reviews/market/application-security-testing
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Do The Right Tests



My Tips
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Subject To Change
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• Read multiple books at the same time

• Social feeds: LinkedIn, sometimes 
Twitter

• Video news

• Digest the info by summarizing it or 
discuss it with others

Data Sources
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Reading

https://dsotraining.github.io/posts/Continuous-Learning/

https://dsotraining.github.io/posts/Continuous-Learning/
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• Community Meet-Ups

• Conferences 

• Lunch dates

• Volunteer and help out

Interactions
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Try Things and Ask



Take Away
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What 20% will you remember?
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Keep Asking
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dsotraining.github.io
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Thank you
for today

mman@Veracode.com

Michael Man


